2.5G 24-Port Gigabit Ethernet 2-Port 10 Gigabit Ethernet L3 Managed Commercial PoE Switch

Product Specifications
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Product Overview	
The SR-S25G3412F series is an L3 managed switch equipped with 8 x 2.5G RJ45 ports, 4 x 10G optical ports, and 1 x Console port. Designed to meet the networking needs of growing enterprises, it features a comprehensive suite of management and security functions. These cost-effective devices provide an ideal solution for various network scenarios in small and medium-sized businesses. 

The SR-S25G3412F supports comprehensive Layer 3 management capabilities, including SNMP, ACL, IPv6, LACP load balancing, static routing, 802.1Q VLAN, port isolation, port mirroring, QoS, and storm control. The system employs a new hardware and software platform, delivering innovative technical features and solutions for secure access policies, multi-service support, and simplified management and maintenance. It provides high throughput for the most demanding network edge workgroups while serving as a backbone Gigabit switch and high-speed server backbone in small networks.

Product Features
	Features 8 auto-negotiating 10/100/1000/2500M RJ45 ports and 4 10 Gigabit SFP+ ports.

	Compliant with IEEE 802.3/802.3u/802.3ab/802.3bz/802.3x/802.3cb standards

	Full-duplex flow control complies with the IEEE 802.3x standard, while half-duplex employs the Backpressure standard.

	

	Implement a two-tier user management approach to enhance the security of switch administration.

	The port supports auto-negotiation, automatically adjusting the transmission mode and speed.

	



Support
	MAC address auto-learning, auto-aging, and aging time configuration;

	
	Static MAC address, MAC address filtering, dynamic MAC binding, and other address table management functions

	
	IEEE 802.1Q-based Tag VLAN;

	
	16K MAC address;

	
	Port security control, broadcast storm suppression, and other functions;

	
	Port aggregation functionality;

	
	Port mirroring and traffic statistics functionality;

	
	Port-based/802.1p/DSCP priority QoS.



Technical Specifications
	Standard
	IEEE 802.3/802.3u/802.3ab/802.3bz/802.3z/802.3cb/

	Port
	8 x 10M/100M/1000M/2.5G RJ45 ports, 4 x 10 Gigabit fiber ports, 1 x Console port

	Indicator light
	8 link/act indicators, 8 2.5G rate indicators, 4 10G link/act indicators, power input indicator, system light

	

Network medium
	10Base-T: Category 3, 4, or 5 unshielded twisted pair (UTP) cable (maximum 100 meters) 
100Base-Tx: UTP category 5, 5e cable (maximum 100 meters) 
1000Base-T: UTP category 5e, 6 cable (maximum 100 meters) 
2.5GBase-T:UTP category 5e, 6 cable (maximum 100 meters) 
SFP+:optical fiber

	Power Input
	AC100~240V 50/60Hz

	Size
	271*181.5*44.5mm

	Conversion Capacity
	120Gbps

	Forwarding Rate
	[bookmark: _GoBack]89.28Mpps

	MAC Address 
	16K

	Cache
	12Mbit

	Giant Frame
	12KB

	
Environment
	Operating temperature: 0°C to 45°C (32°F to 113°F)

	
	Storage temperature: -40°C to 70°C (-40°F to 158°F)

	
	Operating Humidity: 10% to 90% RH, non-condensing

	
	Storage humidity: 5% to 95% RH, non-condensing



Software Specifications
	



VLAN Characteristics



	• Supports IEEE802.1Q VLAN

	
	• Supports private VLAN

	
	• Supports Protocol VLAN

	
	• Supports flexible QinQ

	
	• Supports VLAN Translation

	
	• Supports N:1 VLAN Translation

	
	• Supports Voice VLAN

	
	• Supports MAC VLAN

	
DHCP
	• Supports DHCP Snooping、DHCP Relay

	
	• Supports DHCP client

	
	• Supports Option 82

	


Reliability
	• Supports STP，RSTP，MSTP

	
	• Supports multiple processes MSTP

	
	• Supports LACP load balancing

	
	• Supports the G.8032 standard ring network protocol

	
	• Supports VCT、DDM

	
	• Supports ULDP（Implement the same functionality as Cisco UDLD）

	
Multicast
	• Support IGMP v1/v2/v3 snooping、IGMP Fast leave

	
	• Support MLD v1/v2 snooping

	

Service Quality
(QoS)
	• Supports flow classification based on ACL flows, VLAN ID, COS, TOS, DSCP, and IPv6 FlowLabel

	
	• Supports port-based and VLAN-based PolicyMap binding

	
	• Supports DSCP, COS/802.1p priority, TOS, and other field rewriting

	
	• Supports 8 queues per port

	
	• Supports SP, WRR, SWRR, and DWRR queue scheduling algorithms

	

Access Control List
 (ACL)
	• Supports IP ACLs, matching based on fields such as source/destination IP, IP protocol type, IP priority, and TCP/UDP source and destination port numbers.

	
	• Supports customizable access control lists (ACLs)

	
	• Supports port-based and VLAN-based ACL binding

	
	• Supports MAC ACLs, enabling packet matching based on source/destination MAC addresses, VLAN IDs, COS, and other fields.

	routing
	• Supports IPv4/IPv6 Gateway

	



Safety
	• Support port rate limiting

	
	• Supports broadcast storm control based on packet and byte counts

	
	• Supports port/MAC binding and MAC filtering

	
	• Support for port-based and VLAN-based MAC address limiting

	
	• Supports ARP spoofing prevention

	
	• Supports DHCP Snooping、DHCP Relay

	
	• Supports DAI

	
	• Supports standard IEEE 802.1x and extended IEEE 802.1x

	
	• Supports TACACS+

	






Management and Operations
	• Supports CLI

	
	• Supports Ethernet management port

	
	• Supports IPv4/IPv6 HTT

	
	• Supports IPv4/IPv6 SNMP

	
	• Supports RADIUS authentication for Telnet usernames and passwords over IPv4/IPv6

	
	• SSH supporting IPv4/IPv6

	
	• Supports syslog

	
	• Supports SNMPv1/v2c/v3

	
	• Supports MIB interface, supports Trap

	
	• Supports dual IMG and multiple configuration files

	
	• Supports LLDP

	
	• Supports port mirroring

	
	• Supports one-click reset

	
	• Supports four sets of RMON: 1, 2, 3, and 9
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